Brett’s
X-Ways Forensics (v15.4) QuickStart Guide

This is a quick guide to getting up and running using X-Ways Forensics (XWF). There are many features documented in
the manual, plus more that may not seem to be documented, but are there in more detail. | suggest signing up for the
XWF Support Forum where you will have access for more help and be able to ask questions directly to the XWF
community. | do not profess to be an XWF expert and hope that this guide does some justice to what X\WF can do. If you
truly only had one forensic tool to choose, X-Ways Forensics would be that one tool.

XWF is constantly updated. Each update is typically something that you will find to be a valuable new feature, not just
bug fixes. | have not yet seen any forensic program so constantly updated, maintained, and supported directly by a
developer that is quickly and personally responsive. There are few forensic software companies that will read your
wishlist or request, consider it, and either tell you ‘no thank you’ or ‘implement it’ almost immediately.

Some of the features that | find to be ‘neat’...XWF can run from an external device, such as a flashdrive or external
drive. It requires the dongle to be plugged into the machine, but the dongle is recognized only as a HID (human interface
device), so minimal walking over the system. Because XWF can run from an external device, it does not need to be
installed to run. This makes it easy to take an image in an XWF folder that can be run on another machine without
having to install XWF on every machine you may move your image for examinations. Simply, on an external drive, your
image and complete X\WF operating program files can be on the same drive and run on any of your forensic machines
without installing XWF everywhere. This also makes it possible to work on a live machine, if need be. If there is cause to
work on the live machine, using an external drive, with a X\WF programs folder, you have full access to XWF on your live
suspect machine and do to it as your wish (image it, examine it, export files, etc...).

This QuickStart Guide does not do XWF justice in using the features or capability. However, this will show you how to
start up XWF, acquire an image, and run the initial processes so you can begin your examination. It’s not quite ‘push
button forensics’, but after a while, you will always find yourself going back to XWF and wondered why you did without
it for so long. And yes, you can do an entire exam in XWF and validate findings with another tool.

Some of the topics this QuickStart doesn’t go into are that of looking at the MFT, hex views of files, and some other
intensive analysis that would not be adequately covered in a QuickStart Guide. XWF is much much more than a “hex
editor” and has come a long way since when it was just that.

For topics that | do brush upon, a search of that topic in the XWF manual will give more information. Sometimes all you
need to know is that a feature exists, then you can figure it out or look it up. Not knowing will cause you to not use X\WF
for what it can do, because you just may not know. The XWF Manual, is in-depth, detailed, and can be overwhelming if
you skim it. But, it does cover every function you’ll come across.

I would highly suggest, that the XWF user acquaint him/herself with the terminology as used by XWF to be better
prepared to answer terms such as an “Existing File” as compared to a “Previously Existing File” in the manner that it is
meant with X\WF, among other terms.

As side note to how well XWF works...I was at FLETC sitting between a FTK (v1.x) user and longtime Encase (v5) user.
Data carving the same image, X\WF (v13) came up with literally hundreds of additional images (photos) than did either
FTK or Encase. | don’t know why that happened; only that no one else could explain how XWF could do what neither FTK
nor Encase could, at least with those versions.
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File Edit Search Position Yiew Tools Speciglist Options ‘Window Help
DEEHEEE | obR@ahik: ALNEMN o Pes | AFem0 (K4 r0E &

File Edit

The initial, no case, nothing started, XWF. From here, let’s see how one workflow option can work.

Tools  Spedialist | Options  Window  Help
by 101y o
=i R | G

| pes | OFemO | &

— Directory Browser...  Chl+F5
Wiewer Programs...  Shift+F5
Data Interpreter... Alt+F5
Undo...
Security.
Edit [Made... F&
Character Set 4

Set up your Options-General so X\WF behaves like you want it to behave.
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| like being able to run more than 1

instance of XWF at one time.

General Options

[~ Show Start startup ? Falder for temporary files:
" ; |E:\DDEUME”1\.&DMINI”‘] caal
s contest menu® Folder for images and backup
dllows multiple program instances IEI\D CLIME~1%aDMINI~15LC
[~ Do not update file time Folder and projects:

[% Open data windows maximized |
v ‘WinHex context menu*

Folder for scri
|-

Folder for internal hashdat
C:\Program Files\>0W AN 15

[v Mumber partitions by disk location
v Auto-detect deleted partitions
[¥ Sector reading cache ™ XWaps Investigator GUI*

[v Gallery: Show pictures in archivi

[~ Alten Show video preview pictures
Prefered thumbnall size:  [80
[v ‘Windows-styled progress bar
Substitute patt

Dizplay time zone... |

These are nice to
have automated.

Select Folder

[ 5 XWF Quick Stant

21

(DCase;
I Images
)Temp

C:\Documents and Settings\Administrator\Desktop'\<WF Quick Start

Cancel |

Something | also do is to create folders for files | export for specific reasons. A folder for “Docs” or “User Files” and XWF
can be directed to put your files in the folder of your choice. Not unlike any other program. XWF will by default export

files to its respective case folder.
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[~ Generate Ox JODOE  with Enter
[~ Generate Tabs with Tab key

[V <0x20 substitute character: [
I~ Display bytes as text one by one
[V Hexadecimal offsets

v Vitual addresses in RAM editor
[ Display page separators *
[16 bytes per e

8 -byle groups

units to scroll on a wheel roll
_+| | Dialog window style

T FILE record auto coloring *

Choose your XWF
work file locations.

e A
:'!"——-—._._- Parent Folder of

Work Files

Sub-folders.
Easy to keep
track of.



Display time zone x|

UTC -04:00 Caracas, LaPaz d
UTC -04:00 Atlantic Time Canada

UTC -03:30 Mewfoundland

UTC -03:00 Greenland

UTC -03:00 Buenos &ires

UTC -03:00 Brazilia

UTC -02:00 hid-ttlantic

UTC -07:00 Cape Yerde lslands

UTC -01:00 Azores

UTC

UTC +00:00 Londan, Lisbon, Dublin

UTC +01:00 Berlin, Vienna, Rome

UTC +01:00 Prague, Belgrade, Bratislava

UTC +01:00 Parig, Madrid, Brussels

UTC +01:00 “warzaw, Sarajeva, Zagreb

UTC +01:00 *weszt Central Africa

UTC +02:00 Athens, lstanbul

UTC +02:00 Bucharest

UTC +02:00 Caira d

1]:8 I Cancel ] Help

When dealing with lots of various time zones, UTC/GMT can save you some headaches of figuring out what happened
when and on which machine. Those are the basic settings, now for a real (test) case...

ﬂx—'ﬂars Forensics

File Edit Search Position Yiew Tools  Special

DEHSEE | oh@Bh!

File Edit

Create Mew Case

Open Case., ..,
Close Case
Save Zase
Save bs,..
Archive Case..,

Zreate Bepork, .

Sdd Medium, ..
Gdd Image. ..
fdd File., .

Create a case (File-Create New Case). This will automatically store in the folder you previously created above. In this
example, it will be under my XWF Quick Start folder, Case sub-folder.
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Case lile/number.  [XWF Ouick Start Date opened: 10/10/2009
Case file:
Desciiption: Examiner, organization, address:
Quick Start Guide to XWF EI Brett Shavers Zl
Describe your case, Your info or
if needed. company/agency
info
Tolog or notlog. -| |
[¥ Log general activi [v Log Recover/Copy command il
[V Include screenshots in log [v Default to evidence object folders for output
Log OB Delete... | messages.txt. | copyloghtml..
Code pages suitable for processing this case:
[*1252 (NS - Latin 1) =l [*1252 (ANSI - Latin 1) =l
Report (Options)... Display time zone... [ Individual time zones per evidence object
V Autosaveintervalinmin.  [10 [V Add disk partitions to the case automatically s well
No. of case file backups: IS_ [~ Protect case file against opening?*

N
Choose your time
Cancel ot 7 2l Hep |

Most of these options are self-explanatory. The logging includes screen captures of your dialog boxes, which is a nice

feature to see exactly what your dialog box was set to, just when you hit ‘enter’.
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Repork {Options) x|

v Print basic report v Include report kables

Optional logo:

| |
= left £ genter * right

Optional repart header:

£ left % center " right

i U Delete... Bename...

S |

= —
Optional preface: Eﬁ' |3_ files per line Faont zize: Iﬁ
Border width; |1_ Cell padding: |3_

v Make copy of files for inclusion in repart

b ax. dimenzion af pictures: |2EIEI x |1 a0
b aw. number of pictures per HT kL file: IEEIEI

Fields bo output;

[+ Field names

kd . width far
fileniarmes and
T | pathi:

I'I a5
[T Include activity log

v Include times
¥ Include sereenshots in log

Font size: I_

(1] Cancel Help

[T In selected evidence objects

—

You can modify your report settings now, or you can do it later when you are ready to create a report. Simply, choose
the fields you want displayed on the report and how you want it to look (3 files per line, more or less?, etc...).
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g!x—'#ays Forensics

File Edit Search Position Wiew Tools Specialist O

PEREEE  cb@mbkh

File Edit

Create Mew Case
Open Case...
Close Case

Save iCase

Save As...
Archive Case. ..

Create Repatt,,,

add Medium. ..
add Image. ..
add File. ..

To add media or an image (or file), choose File— Add _

-wa Logical Drive Letters
----- 4 (T, HOD

..... ;Ef |:F::|
----- =5 Femovable medium (G)
----- 2+ Bemovahle medium (1), B 4

..... = L)
=-was Physical Media
----- o HDO: HTSh48060M3AT00 (55.9 GE)

----- e Hard disk 3

----- =% Optical drive 0
----- =% Optical drive 1
----- =5 Optical drive 2
----- w5 Optical drive 3

(] Cancel Help

I’'m going to add a small flashdrive and choose the Physical Media. Pretend this is a write blocked drive...
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- Wy s Forensics - [Vobime] =181 i
“es e [t Jeawch Posion Wew Jook Specsist Options Window el =l x|
DFH&GFE  cR2B0 | AL -Ries  Ohomd &4 r0n | &
[cacoms Remavible e, Vokae | .
Fle E y i, Meld=Mlles 1412 de
e W Quick Start | Home IiTyge-  [vSee | Ciested | Modéed || Accesed 11 gt | Vst secion | Fepotal ) Commeet] =/
™ K} [Rool denceory] 4008 3
e Removabls msdum 4 id B MO OV 1614045 00009 161448 VIV LE
| MwFhest 08 100009 1603 10 1002005 160812 101 0VI00 A
] Shillec Dlfenddes doc ) 05K 1008/2009 205017 061472005 12203 1M0S/2009 A R
] adte2007 ocdp ! 91 KB 10/00/2009 2050189 GANA007 135755 1008/2009 A Tam
) O5RRO03 pll past 6.5 W8 102009 205450 T/OV00Y 20:55 45 1 VOS/2009 "]
) Iodeizacs. ol past ZE0KE 1000/2009 205442 NIV 205444 1VI/2009 A s
| PO pl 08 10AR009 205450 102008 205452 1003200 A
| PEHLE pdl 08 10082008 205450 1002005 205452 1003200 A
] OShd0 pd BSME 10209 205450 WVT2009 205546 1V A e
AecerangHiddenDirvaces pdl AE GRS 10/0B/2009 204304 (4N 72007 08:49°12 101042009 ]
__]Nu_ﬁubw_lu_ﬂml«_mmu%w - V25 KR 10009 2043 2002008 105012 VIS0 A 13
] DO L Electione: Crime. Sesn Invetgaton A Gusds o Fast. o 1.1 ME TOVE00S 4507 (E/003 11: 2908 T0D2009 A A0
J D Prosacutng Computes Crimes Harasl Fob. 0.8 HE 10032009 4508 02003 11:2908 10700 A w250
x| Inteeecs pl 08 10A0S008 205442 102005 205444 10032000 A
| lovewrees. pdl 08 100009 205442 102008 205444 10032009 A i
'3 ] lovenzcs pat KB 100572009 205482 TVTA003 2054 44 1V/2009 A4 WEm
The Media | FRGEF_v1. 3pdl 08 10/0R/2009 20546 1T/2003 25448 1I/2009 4
¥ FRGCF_v1, 3p8 08 10/0/2009 205445 T/0U2009 205642 10V02/2009 A
| FRAGLF_v1.2pd 77 W8 10/9/2009 205445 TV0V2003 20:55 50 1V0S/2009 A %
) 0% Vitusl_emronmants pt KB IO2009 0461 30002008 (4800 1ARH0Y A 12500
L] p7Bglesonpdl 1 VA0S 205456 1000y 205502 10V 200 A e
x| pP-clsson pof a 05456 1002003 205458 1V 2009 A
x| pPBtzson pel pd 08 1 2054:55 10/09/2009 205658 10/03/2009 A =l
Patien | Fia | Puovew | Delslt | Galey | Cderdy | Legerd | ) S| - | Selecte Dibes. 1 de. (A0KB)
beons .
] sl deecion A o be mchived
watual desctory Kalid low @ianitenn paspesi Fi teadcoly
ezl ex. dinciony. polentisly tecomtiable H: hiden, 5: system
 pat incessd

Eravicusly e deectony, fesl chuster not arvadable
resd dhrmciony
L] esirghe
wrbunl fil bafed for eammirshon purposes
prvicutly f. He contertt may i changed
® previsualy ew e, it chisher rel avadable
3] nemarmadimzived e, conterts may have changed
30 meruamarrecond Hhe Fref chuster rol apoadabie
) ednpctod omad wia pitachemant &
(¥ eotracied emad with attachment
fraces of an e-mal maiiage
2222 File wath child objects in volume srapshot

P NTFS repases pond

. He type speciic n

= Physical disk %, Vioksme:
= Evplore 1scursively [cststed]
i tgoed Ay vieved
* comment gusts + Flepor lable

0: offine., T: tempotary, |: has object 1D
T compressed al flepysiom lovel

& conpnskied in ancho

E: encrypled of flesyatem level

ISUND) Sl Ueme D, IS
File: mode: leaymmilink, cachar dev., beblock dev. 2. p
Praimissiors: cwrel (ad vile/enss. . gIou res, ol it

crpptand TIAM

e high entiopy, possibly snciyphed

D} St Giioun 1D

The files and folders

Now we are getting into XWF. This is where some might get scared away to go back to the easy (and maybe not so

detailed) other tools.

Partition File Prewvigw Detailz Gallery | Calendar l Legend

renamed/moved file, contents may have changed
renamed/moved file, first cluzter notb available
extracted e-mail wio attachment

extracted e-mail with attackment

traces of an e-mail message

@qux-:

[IMD<]: NTFS non-di
File with child objects in valurme shapshat

e Physical disk T, Wolume [SUID): Set User 1D,
o Explore recursively [deleted] File mode: |=symlink,
tagged already viewed

comment exists 4 Report table

offline, T: termporary, 1: has object 1D

spztemn level
hive
zhen level

lcons Ay,
| existing directan & to be archived
wirtual directory listed for examination purposes R: rgad-only
previously ex. directony, potentially recoverable H: hu:ll:.len, 5 system
previously ex. directony. first cluster not available Konotindexed
oot directory F: MTFS reparse point
D exizting file o )
. . . C: compreszed at file
wirtual file lizted for examination purposes .
. . o compressed in anc
presdiously ex. file, contents may have changed ) y
. - . E: encrypted at filesy:
previouzly e file, first cluster not available & enciypted in archive

el file type specific encryption /DR
&7 high entropy, possibly encrupted
[Res) HFS+ resource

[$EFS): NTFS encryption data

rectony index attribute

[ADS) MTFS alternate data stream

[SGID): Set Group 1D
c=char. dev., b=block dev.. = p

Permizsions: owner readAwrnitedesec., group nas, other nas

The legend is very important to look at, especially if you don’t know what a particular color or symbol means.
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To create an image, XWF is as easy as any other forensic application, but it seems to run a bit faster than others. XWF is

a very reliable forensic imager.

Ex—Wars Forensics - [Yolume]

ﬁ Edit Search Position Yiew Tools Specialist  Qptions

[ [0 Hew... Chl+M Pl | g4 g4
— (= Open... Chrl+0 W—
= I Save Sectors ohls P |
Fil Save ba...
Create Disk Image... l—
] Restore [mage. ..
_E Backup Manager... F1z
Execute Cil+E  Hoc
&h Prirt. Chl+P
Properties... AJt+E ke
@ Open Folder... Clrl++
Save Modiied Files...
L | I = P

Easy enough: File — Create Disk Image

Create Disk Image {Removable medium 4, ¥olume, 1.0 GB) El
Image file format; Scope; sechors
" Bawimage [.dd, .007, interpretable and splittable] |EI - |2|]4F"EIEIEI
* Evidence file [0, interpretable and compressible]
[T Stare free clusters as zero-value bukes
Fath and filenarne: ¥ Caompute hash: MD5 e
[ |E:'xD ocuments and SettingshAdminiztrator] = [ irediatei verty image
o Carmpression: fazt, adaptive j

Internal description:
I [T Enciyption
[+ Replace evidence object with image
[~ Power down computer after completion [v Splitimage into segments of IED‘W tE

ak C I Hel

] Shce Help

Same settings as you see on most forensic tools, choose your format type, compression, hash, encryption, etc...The
default location for the image is the sub-folder you created in the beginning. This keeps it nice and neat to have
everything in one place. Don’t forget, you can even have your XWF Program Folder in the same place and run XWF from
that folder on an external drive.
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r_Faorensics JulpOB. pdf pudf 126 KB 10409/2009 20:493:20 021342008

=ne.|nvestigation.d, Guide. for, Firgt... pdf 1.1 ME 10/09/2009 204507 03/20/2009
rimes. Manual Feb 20071 pdf podf 0.8 MB 10/09/2009 20:45 08 08/20,/2009
] [54:42 10/03/2003

54:42 10/09/2009

|| 13% |54:4210/09/2003

appro. 1 min, left 54:4E 10/09/2009

) ) ; 54:4E 10/09/2009

240 ME /min, Comprezsion ratio: 742 £4- 45 10/09/2009

pdf 363 KB 10/09/2009 20:46:13 09/20,/2008

podf 1.3MB 10/09/2009 20:54:56 104092009

podf 0B 10/09/2009 20:54:56 104092009

d Details| Gallery |Ealendar| Legend| @ Syﬁl w_lﬂil lm_l
3 4 56 7 8 9 4B CDEF ~| |

XWEF spins away...

£l
LTI LT ] ] ——
5,192 MEB /min
Hashes...

x-Ways Forensics - [Removable medium 4, ¥olume.txt] .

| Fle Edic Search | Positiont View Tools Specialist - Options Window  Help

wHEdw | oBREBM MALLEN | o Bes (AFcED | &4 )08 | &

Removable medium..., Yalume Hemavablemed\umd,\fu\ume.txt| And |S done."

e Edt 1041042009, 18:14:10.9

"WF Quick Start #-Ways Forensics 15.4 SR4

a Create Digk Image H

o Femoiatl medum ¢ | Sectors 02047508 Now for the processing.

7 Molume
File system: FAT32

Mame: XWWF

Total capacity: 1,048 576,000 hytes = 1.0 GB
Sector count; 2,048 000

lUsable sectors: 2043 968

First data sector: 4 026

Bytes per sector, 512

Bytes per cluster: 4 096

Free clugters: 249 778 = 98% free

Total clusters: 255 496

FAT1 = FAT2

Yalume label date: 100972009 20:42:46
Clean shut down: Yes

If0 emor-free: Yes

Hash of source data: ABDFC412EESF206E6B1 BDENST118962F (MD4)

10/10/2009, 18:16:2.8

Imaging completed. Duration: 1:11 min
Spanned image, 1 segment(s).

835 MB/min

Compression ratio; 96%

1041072009, 18:18:06.2
Hash re-computed: ABDFC412EEGF206E581 BDEOS7118952F
Data authentirits (k-

Duration: 00 [ =

B,209 MB/mir [FLASH Drive 4U_UISB20: File header signature search
FLASH Drive AU_USB20: Examining files...

FLASH Drive AU_USB20: The volume snapshat now comprises 2 items (2 before, i e, +0)
Removable medium 4, Yolume: Pariculary thorough file system data stucture search

Femovable medium 4, Yolume: The volume snapshat now comprises 37 items [37 befare, i . +0]
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==l
O | & P D@

[refine Yalume Snapshat |

20+14=34 files, 1+1=2 di
|5 Size |5 Created | Modified | Accessed a
4.0KE
40KE 1041042009 16:14:45 1041072009 16:14:45 10/10/2009
0B 1041042009 16:09:10 1041042009 16:09:12 1041042009
105 KR 10/09/2009 20:60:17 06/14/2006 12:20:34 10/09,/2009
E9.1 KB 10/09/2009 20:50:49 04/18/2007 13:57-55 10/09,/2009
E.5ME 10/09/2009 20:54:50 10/09/2009 20:55:46 10/09/2009

The key factor in XWF is the Snapshot! This button is about the most powerful button in the entire program. If nothing
else, remember the Refine Volume Snapshot.

X
Volume snapshot: 0.7 MB; 37 items, 0 tagged, 0 hudden, 9 already viewed
[~ Takenew one
Execute now: Already done?
[v Particularly thorough file system data structure search r As you can see, the Refine
I (i heerier sriotiea o sach Signatues... | I | Snapshot has many features. |

would not encourage running all
of these at one time. You can run
w | r only that what you need, and if you
[~ Match hash values against hash database require another snapshot with
v Veiify file types with signatures and algorithms o items you did not use the first
r
r

[v Compute hashes: MD5

[v Explore and include contents of ZIP and RAR archives etc. time, you can do just those later.

[v Esxtract e-mail messages and attachments from...
]".pst;".dbx,'".pfc;".mbo:-:;".mb:-:;"_rnbs;“.msb;".tbb;".pmm;".c

r [v Mot only extract, also embed attachments

v Search for JPEG and PNG pictures embedded in... o
]Gdf;". doc*.ppt.” pps= xls." ole2.” jpathumb®. db*. mp3
also EMF files in mult-page printouts [.spl) \ These can be edited
[~ Export JPEG pictures from videos r for the file types you
are looking for. And
[V Skin tone and biw detection in pictures u \ oh yes...XWF pulls
[~ File format specific and statistical encryption tests u emails out of PST

files ;)
(« Apply selected operations to “all* files
™ Apply ta all nor-hidden files

™ Apply to tagged files only

[v Omit files classified as inelevant

[T In selected evidence objects sl iIndexing

Carcsl_| b |
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Indexing {Removable medium 4, ¥olume) 5'

|hdex words composed of these characters: - | {* Al objects in volume shapshot
range:a-zt-Z ™ Search all tagged objects
v Open and search files incl. slack
[ Include substrings [will find "wife" in ""houzewife"'] [# Decade text in files:
[~ Match caze |*.pdf;".htm";*.:-:ml;".rtf;“.eml;*.wpd;*.cdr;*.vsd

=]

W Exceptions .. | [ Character substitution ... | I selected evidence abjects

“Word lengths; |4_ - I?'_ [mir. 2, maw, 24]
v Code page |*1 282 [AMS] - Latin 1]

[~ Code page IEEIZIIZI‘I (UTF-8]
¥ Unicode [UTF-16LE)

Crnit files classified as imelevant
Crnit hidden files

Crnit files that are filkered out
Recommendable data reduction

SIE1
i

Diztributed indexing

(] Cancel | Help

Indexing can be configured to what your needs are, which is different from other indexing engines where you may not
have that much control. Some configurations will make indexing go faster, or take longer (such as choosing word
lengths of 2 and 24).

EX-Ways Forensics - [Removable medium 4, Yolume] . oy ] 3
%gp Flle Edt Search Position Wiew Tools Specialist Oplions  \Window  Help oy =
DFEHEFE  oBBaEhih #b0 M -RNEs OFempd 40 @£
Removable medium 4, Volume | Case Root |
File Edit 5 O files. O dir
sma XWF Quick Start ' Name |‘| Type = |'| Size | | Created |‘| Modified | | Accessed
al |
Removable medium 4, Wolume
old
|
appros. 1% min. left
30 mailboz. pst
1| | 1]
Yolume File Preweu Details Gallery | Calendar | Legend ’734 Sy@ ;JME [@4]
-
LslSe 0l B T A R O e g U G - DD i = | x [Remavable medium 4, Yol 982 free
00000000 | EB S& 90 4D 53 67 49 4E 34 2E 31 00 02 08 20 00 | eZIMSWIN4.1 File syster: FATZ:E
0oooool0 02 00 00 0O OO F8 00 00 3F 00 FF OO0 00 0O OO0 00 Ty Volume labek S0
00000020 | 00 40 1F 00 €D 07 00 00 00 00 00 00 02 00 00 00| @ f
nnnnnnnn S P S S S P PP S PSP AP Y [Read-only mode]
Bvicsssgee i
FLASH Driwe AU_USB20: File header signature search | Allac. of wisible drive space;
FLASH Drive AU_USB20: Examining files...
FLASH Drive AU_LSB20: The volume shapshot now comprises 2 items (2 befare, i e +0). Cluster No.: nfe
IR emovable medium 4, Yolume: Particulardy thorough file system data structure ssarch EBioot secto
Removable medium 4, Yolume: The volume snapshot now comprises 37 items (37 before, i e. +0)
OId\PAILBOX.PST One or more temporary MAPI profiles detected. Mail processing may fail if you don't delete the .
PstLoadTmpsl4x profiles. Shapshot taken 2 min. age
Used space: 223 MB
23,420,928 bytes
-

T Fem

Ok, we let the Snapshot run....
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< forenzics. pdf.part park 28.0KB 10/09/2009 20:54:421
< ?Ahb003. pdf pdf 0B 10/03/2009 20:54:501
< *Ahb003. pdf pdf 0B 10/03/2009 20:54:501
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L AcceszingHiddenD evices. pdf pdf 466 KB 10/09/2009 20:43:04 0
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x| lorennics pdl ok

08 10/09/20089 20:54:42 10/05/2009 205444 10/08/2003 -
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delivered to your XWF screen. Consider the listing of files and folders like a spreadsheet, where all header rows are
easily sorted to what you need (by file name or any of the metadata header listings). | say this because, you can export
all or part of this listing, with all or some headers, to a spreadsheet.
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Computer Forensics
WS.CERT

Overview

Thas paper wall discuss the need for computer forensics to be practiced in an effective mnd
legd way, outline basic techmical 1ssues, and point to references for further reading It
promotes the idea that the competent practice of computer forensics and awareness of

corputer forensics Tho
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Thas suby ect 15 important for managers who
fits as a stratege element i overal orgamzatio
sdministrators and other computer secunty staff
2= who work in corporate Rovernance, legal departm

Ofgan ZANONS,

understand how computer forensics
computer secunty. Network
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EXl
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The Preview button will show the file (if the file can be viewed)in a window.
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The Details tab gives...details about the file.
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Each tab will show you different aspects of the file you are looking at, from Hex view to a calendar view. Additional
information is shown to the right of the window as well for your file.
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I~ Retain ADS when copying Ext o C your needs of what you
¥ Open and search files incl. slack Type 7 Y want to see.
[ Apply filters to drectonies, too Status [o b
¥ List di.s when exploring recursively Type descr [_"' : ::
5 Recursive selection statisios? Y i — 1L
I Full paih sorting for pacent objects Fm‘"‘ﬂ"""""" i v
I~ Dynamic e-mail columns Sender o '\j ~
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The Directory Browser (Options-Directory Browser or F5) is another need to know feature of XWF. With this feature,
you can control what you see as you examine your files. Some may be important in a case, but not in another,
therefore, you can control how much and what you see. As you work in the case, you will be tagging files
(responsive/evidence) or hiding others (irrelevant files). In this dialog box, you can choose whether to keep seeing files
you tagged or you can choose that tagged files be hidden, at least for the time of the examination, but included in the
report later.
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Oh yes, XWF will pull out eml files from your PST files. You can view the emails individually, but will need Outlook
installed on your forensic machine.
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Aﬁ'-"__J ] ._J il ~ Flecucls bt =l 23KB -
o [ pogefle.sys - Swap e el 31 KB 02/08/2000 01:20
Dastian ) rasphone.pbk - Phonebook el 24 KB 02/03/2000 01:13
o/ |_] tracking.log - Distiibuted Link Tracking el 33KB
L] win386 swp - Swap file el 4.1 KB 02/09/2000 02:07
i v wpadbl - Windows Product Activation el 27 KB 02/09/2000 01:54
E‘ 1= q:]:l clp - Clipboard el 56 KB
W] evt-Eventlog el 6.6 KB 02/03/2000 0310
L] evix - Vista event log el 29KB 02/03/2000 02:35
/| | hdmp - Heap dump file
.‘Ir ._:II B . L T

Ok, maybe the Snapshot and Directory Browser weren’t the only great features...XWF allows you to filter by most of the
header columns. In this screenshot, choosing to filter by Type allows you to pick those files types of importance in your
case. If you are only looking for Email, you can hide everything and XWF will only show you email files. If you want more
specificity, you can even choose the individual file types listing under each Type Folder. This is very fast and very neat.
As an example, when used in conjunction with the Directory Browser, you could choose to only look at MS Word
documents that are previously existing and nothing else. That list can be quickly exported to a spreadsheet.

If you are looking at a live machine, with XWF running on your external drive, you can quickly and easier filter files by file
type and export them directly to a folder on your external along with an exported spreadsheet of your selected files and
a log file of your actions. In a civil ediscovery case, where you may only need to grab user files on a machine that can’t
be shutdown (or isn’t a need to be shut down or allowed to be imaged), you can use the filter feature, select those files
of agreed upon relevance (docs, pdfs, email, etc...) and have them exported in mere minutes, logged, metadata intact.
Who needs a super duper, fancy pancy, file copying utility when you already have the best thing in your kit?

20| Page
Brett Shavers



diurn 4, Yalume | Casze Foot I

Hories 493+ 75

[ Type | Size | Created | Modified | Accessed
sctony] 40FkE

tems

Recard update ([OR)
Deletion 00/2009 16:14:46 1010420039
[mt. creation
pof — uTcl 0/09/2003 20:54:52 10/09/2003
pf ) 12/01/2003 04.06:06 0/09/2009 20:54:52 10/09/2009
PET f+ Between IEIE.-"I:I'I £2003 040508 & IDE.-"EI'I £2003 04:05:08 VEA12/2007 14-36:06 1041072009
0L] Pack 0 After |02/01/2003 04:05:08
1dy Johng
:E: :EE: Btivate Deactivate
ect acce
ect access {03}eml el 39KEB

Filtering by Date includes any or all of the above, including Record Update and Initial Creation dates. Not all forensic
tools give this ability to filter by every date field.
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| Voume | Fie | Preview | Detals | Galey Calendar| Legend |

.2 EI.:

CFI_3E_ChD4... [CFI_3E_ChD4... [CFI_3E_ChO4f

|_ChD4_An.,. [CFI_ChO4_an...
51.0KB 124 KB

N

1.0 ME

)

0.8 MB

ICFI_Chi4_Up...
[314 KB

SEw

.2KB

3

1.8 MB

|_Ch04_Up... |dataacquisitio..,

igitalE videnc. ..
3.0MB

RIS

_'{g o

DOJ.NW Elect.., [DOJ Prosscuti. ELFROLLEXE e e
1.1 HB:: 0g MB:: 1.1 ME 7 - v
"*% el

/.l'

The Gallery view shows you, well...a gallery view of the files.

R L i ]

A i en a PR

= ] 5 2 R S E
Fimmablsme-iml,‘«)‘ohmelcmnml
Y \ and subdirectories
| Name ~ [¥Type - |3 Size [y Created
| % 79hb003. pdf pdf 0B 10/09/200
: | % ?5hb003.pdf pdf 0B 10/09/200
.Q.Dﬁhbmapdf pdf £.5ME 10/09/200
LuhccessingHiddenDevices. pdf pdf 46.6 KB 10/09/200
Best_Practices_for_Computer_Forensics J... pdf 125 KB 10/09/200
CFI_3E_ChD4_Artts_RTC.doc doc 1.2MB
) CFI_Ch04_AnswerKey.doc dac 51.0KB
CFI_Ch04_Update. doc doc 314 KB
. DigitalE vidence, ppt ppt 3.0MEB 10/09/200
DOJ. NI Electronic_Crime. Scene. Investigat. . pdf 1.1 MB 10/09/200
D0 Prosecuting. Computer, Crimes.Manual... pd 0.8 MB 10/09/200

"Tagging" a file is done simply by clicking

in the box, turning it blue.

L LI e s

Files can be tagged one at a time or in mass selections by using the Shift of Ctrl keys.
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Y\ and subdirectories

Viewer Programs

Hiddenl e RecoverCopy... .

,._.]_Best_F'rau:tiu:es_fDr_Enmp Export list... 128 KB 10/03/2003 20:43.20 0241
,._:].EFI_EE_EhEIai_.ﬂ.rtMs_FET m table association 1.2 MB 1010
|_] CFI_Ch04_answerk.ey.do E-:Ii pp— 51.0kB 1020;
'J CF_ED4_Update.doc Exttl metadata 10/
24 DigitalE vidence. ppt J0ME 10/09/2009 20:49:37 12701
|k DO Electronic.Crime.  Simultaneaus Search. .. 1.1 ME 10/03/2009 20:45:07 02/21
,J D0 Progecuting. Cornpuits Ttag 0&MEB 10/09/2009 20:45:08 03/21
» | forengics. pdf celoct " 0B 10/09/2009 20:54:42 100
,J forengics. pdf il , 28.0 KB 10/09/2009 20:54.42 100
| forensics. pdf Position N 0B 10/03/2009 20:54:42 1040
x| FRGCF_v1.3.pdf - 0B 10/09/2009 20:54.46 10/0!
,._.].FFEEEF_\H pd Create Hash Set... 7.7 MB 10/09/2009 20:54.46 10,0
s FRGCF_w1.3.pdf FrimE. .. 0B 10/09/2009 20:54.46 10/0!
,._.].Linu:-:.ppt E 1.3ME 10/09/2009 20:45:54 0872
,._.".].Medium Brigade. ppt = FaAIN A

|_| MC State Rale Model Leaders Forum-4s d... doc 3B0KE

,._.].I:IS_"-.J'irtual_envirunments.|:u:|f pdf JE3 KB 10/09/2009 20:46:13 03/2
| . p7E-alszon pdf pdf 1.3ME 10/09/2009 20:54.56 100!

“Edit Comment” adds your comment to a file or files of interest. This is very helpful as reminders to either reexamine a
file or make notes of your thoughts for later reporting. The comments feature is also a header, so you can create
specific comments in which you can sort your data later.

x
Cormnment
Responzive to caze ;I
]
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Y '\ and subdirectories

Lo i Wiewet Pragrams L 4E;. B 10, !
lL.].Eest_F'ractices_fnr_Enm RecoverjCopy. .. 125 KB 10/09/2009 20:45:20 02/13/2008 10:60:
Lok CFI_3E_Ch4_&mths R Eypoet fist... 1.2 MB 10/03/2006 0513
B  fnswertfeynd —————— . Rl
CFI_ChO4_Arswerkeyp.d — 51.0KB 10/02/2006 0255
) CFI_Ch04_Update.dos | Reporttable assoiatin. . 314 KB 10/03/2006 05:13.
....DigitalE videnice. ppt EalldeolanEy 3.0MB 10/09/2009 20:49:37 12/08/2003 12:18:
ool 10 M Electroric. Crirn: Ittt . : 45; 2%
). D0 M1 Electranic. Cri - el o ok 1.1 MB 10/09/2009 20:45.07 08/20/2003 11:29
l_] DOJ. Progecuting.Compy Simultaneous Search, .. 0.8 MB 10/03/2009 20:45:08 08/20/2009 11:29:
| torensics pof _ OB 10/09/2009 20:54:42 10/09/2009 20:54:
QrenzIce. p . jaC ¥ pal
] forensics pof Hntag 280 KB 10/03/2009 20:54:42 10/09/2009 20:54
* farensics pdf gece ¢ 0B 10/09/2009 20:54:42 10/09/2009 2054
| FRGCF_v1.2.pdf bk ¢ 0B 10/09/2003 20:54:46 10/09/2009 20:54:.
_wl.ap . RN Ralaxs
|k FRGCF_w1. 3 pf Position Y| 7.7ME 10/09/2009 20:54:45 10/09/2009 2055
| FRGCF_v1.2.pdf . 0B 10/09/2003 20:54:46 10/09/2009 20:54:.
ool Lire. ppt Prirt... 1.3MB 10/09/2009 20:45:54 08/22/2000 0915
ool M Edium Bngade. ppt = .
| ol Medium Brigad 75.0KE
| ] NC State Role Madsl Le___9P=" BOKE
u‘].EIS_Virtual_enviru:unments.|:u:|f pdf JE3 KB 10/09/2009 20:46:13 09/20/2008 09:459:
| ool P78-0lsz0n, pel pof 1.3MB 10/09/2009 20:54:56 10/09/2009 2055

If internal metadata exists for a file, such as a MS Word document’s initial creation, authors, etc..., then Extract Internal
Metadata will put it out of the file and place it in the directory browser under...Metadata. This can be easily included on
your exported file list to a spreadsheet.

18+11=29 files: 542 fikered out ™
. Meladata -

Linessized: falseModibication: 10/10/2005 16:54:04Cestion: 10/07/2005 14:48:10Ceator: A
Lineatized: meePages: BModibicaton: 06/24 /2006 23:56:4 7Creation: 06/24,/2008 19:54:16P ..
Linessized: tisePages: 11Modification: 08/17/2006 12 45 01 Creatione 081772006 12.44;46
Liocale identifer: Oxd08 Enghsh [United States]Titde: &t M anusciptS ubject: Author: Kesword...
Locale identifier. (409 English [United States]Title: Review QuestionsSubject: Author: Bill Nel
Locale identifier. 0x409 Englsh (United States|Tider CHAPTER 3Subpect: Author. GEX. Inc...
Last Opened By agoochTile: KPMG Forensichuthon Last Saved By agoochversion: 411
Lirmeasized: tneePages: T4Creation: 0403/ 2008 18:00:05M odihcation: 04/171/2008 172243
Lineatized: bueFages: 158Ciestions 03/1.2/2007 16:54.1 3Modibcstion: 03/12/2007 16:54:27

Lineatized: ineefages SCrestion: 11,/14/2008 20015 33Medific stion: 11./714/2008 20:15.33C

Linsanized: mePages: 215Modiication: 100/10/20058 2003241 20meation: 10/10,2005 2003213

Last Opened By: Lisa Cathenina SchalferTitle: Linws fos scers dummiestuthor Dave ShaverLa. .

Extract internal metadata ﬂ s .. Last Opened By, GHC Group - HendersonTille: Mo Slide Tilledwther: 53 Planslast S aved By: |

Locale identifier: 0x408 Englsh (United States)Tite: CICS Remarks MC State Role Model Leade
Lireatized: falseCreation: 08/03/2008 2301 34Maodification: 09/06/2008 23:01:34Creator, P, —

[v Copy metadata to Metadata column Lineatized: meePages: 100ate: 196 Jub 2009Modfication: 07/20/2008 13 30 40Crestor: EL..
[ Extract internal creation date

a

Cance ' H
— — smdar | Legend ngf:J - ﬁil 10 Selacted 1 file, 0 di. (0B
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Removable medium 4, Yolume | Caze Foot
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] @ Viewer Programs : &
,.__].Best_F'rau:tiu:es_fu:ur_Eu:umpL EEE— 125 KB 10/09/2003 20:43.20

|L.CFI_3E_Ch4_anms RTC  ReceveriCopy... 1.2 M
) CFI_Ch4_Answerkey doe_ SXPOrE list.. 51.0KE
,_'] CFI_Ch04_lpdate. doc Report bable : J4FKB

o DgitalE widence. ppt Edit comment. .. 3.0ME 10/09/2009 20:49:37
,._:.].DEIJ.NIJ.Electrunic.l:rime.f Extract internal metadata. .. 1.1 ME 10/09/2009 20.45:07
,_'| DOJ. Prosecuting. Compute = 0.8 MB 10/09/2003 20:45:0¢8
< forensics. pdt simultaneous Search... 0B 10/03/2009 205442
|_| forensics. pdf Lnktag 28.0 KE 10/03/2003 20:54:4%
» | forengics. pdf Select » 0B 10/03/2009 20:54:4%
| FRGCF_w1.3.pdf Hide 3 OB 10/09/2009 20:54:4€
|k FRGCF_v1.3.pdf Position b | 7.7 MB 10/09/2009 20:54:4€
| FRGCF_w1.3.pdf = OB 10/09/2009 20:54:4€
| Linus ppt Create Hash Set... 1.3MB 10/03/2009 20:45.54
| L Medium Brigade.ppt Frint. . 75.0KE
,_'| MC State Role Model Leac. Open 35.0KE
,.__].EIS_‘-.-’irtual_envirnnments.|:n:|f pdf JE3 KB 10/09/2009 20:46:1:
|eak p78-0lzz0n, polf pdf 1.3ME 10/09/2009 20:54:5€

As you go through and find files that need to go to your report, just add them using the Report Table Association (right
click on the file).

Report table association x|

Naotable documents [Cirl+1)

You can choose to create a "New" catagory
, such as Photos or Docs, etc... Those files
selected will be placed in that catagory.

i ﬂew..._ Delete.. | Fename.

Existing association: &+ keep
" replace

[v Selected item

[~ Patent file

[~ Direct child objeci(s)
[~ Chid objects recursively

Create | Close Unzelect all
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Another nice feature about the “right clicking” in XWF is that you can hide files you do not want to see again. Just right

click, “Hide” and done. This doesn’t remo

see them again.
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ve the files from the image, just hides them from your view until you want to

If there are files of interest and you want to create a hash set of these
files...just “right click” again and Create Hash Set. Using files of interest in one
image, a hash set can be created and run against a different image.
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export selected files to your location and in
the manner you need.
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When exporting files, select your target folder (if
using XWF default case settings, the location will
be in the case folder you created). You can
choose to recover the file(s) using any of the
options seen. Copy logical or slack, or both, with
directory structure or not. Extremely simple and
quick.
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Wiew | Tools Specialist  Opkions  Window  Help

- By 22 OpenDisk... F9 |l g | &= |,
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File Tools v | Caze Fh:u:utl
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= i Search hits
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He &l policies through a “pre-forensic |
p Analyze Digk F2 He  cllz of IT sawwy computer forensic :
Compute Hazh.. Chl+F2 He iz iz done A professional forensic ¢
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Irport Folder. . ook -forensic:
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The Tools-Hash Database function allows you to import other hash sets into XWF. This can be NSRL hash sets, or sets
created with XWF or other tools (such as a FTK Imager exported hash set). After importing your hash set, such as a set
of known files you are looking for, run the Snapshot again to check your files against your new hash set.
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|| forensics pdf

Wl Frreneirs nof

Simultaneous Search {Removable medium 4, ¥olume}
=1§~]

The following zearch terms will be searched
zimultaneouszly [one per line):

[~ Match case
[~ GREP syntax

forensics

f* Logical [file-wize]

" Physical [zectar-wize] v

[ Use as wildcard: IT’_
[~ “whale words anly
[~ Cond.: offset mod Iﬁ = ID—

All objects in wolume znapshot (1.1 GB)
Search all tagged objectz (102 ME]

-

T

v Open and search files incl. slack

v Cover file slack/free space bransition

v Decode text in files:
|".pdf;".htm";".ﬁml;*.rtf,‘“.eml;*.wpd;".cdr;"

[ In selected evidence objects

Ot files classified as imelevant

¥ Code page I"1 282 [AMS] - Latin ]

- [v Omit hidden files

I™ Codepage |E5007 [UTF-8)
¥ Unicode (UTF-16LE]

[~ Omit file= that are filkered out

[~ Recommendable data reduction
[~ 1 hit per file needed only [faster)

Ok Cancel

Help

Searching in XWF is straightforward. The options are simple and multiple terms can be entered for searching at the

same time.
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426 occurrences found. Thiz operation affected 1.1

GE data.
ak
The results are output in a dialog box.
DEHESE®E | ocBEm | AR Ed | P  O5@FEL0 | S4r0E | &£
Removable medium 4, Yolume I Caze Foot I
File  Edit (¥ Search hits In\ and subdirectories
& XWF Quick Start Oifget | Rel. ofs. | Descr. | Search hits |\ Mame |‘I'T_l,l|
Y E19CED FASED Code page Microzoft \wiord - irtual Forengice, doc/rdt iz Lo L.J.Viltual Forensics. pdf pdf
i Remaovable medium 4, Yolume E1A4803 FB403 Code page |Microzoft \word - Wirtual Forensics. doc)> > endobj wref 01 L.].\u"irtual Forensics. pdf pdf
cld [2C) decoded  1al Machines Related to Forensics &nalysiz Brett Shavers | L.]_Viltual Forensics. pdf pdf
[74] decoded  Erett Shavers Virtual Forengice @ 2003 behavers@on L.].Viltual Forensics. pdf pdf
[84B] decoded  Brett Shavers  Virtual Forensics © 2008 bzhavers@gn L.].\u"irtual Forensics. pdf pdf
[10C3) decoded  Erett Shavers  Wirtual Forensics @ 20058 brhaversi@on L.].Viltual Forensics. pdf pdf
[1461) decoded  Erett Shavers  Wirtual Forensice & 20058 behaversi@on L.;_\z"iltual Forensicz. pdf pdf
[1CB0) decoded  wtant azpect of a vitual forengics examination, it iz then in L.].Viltual Forensics. pdf pdf
[2184) decoded  Breft Shawvers  “irtual Forensics 2 2008 bshavers@an L.].\u"irtual Forensics. pdf pdf
[2BDB] decoded  EBrett Shavers Wirtual Forengics @ 2008 bshavers(Eign L.].Viltual Forensics. pdf pdf
[3808) decoded  Brett Shaverz  Virtual Forensice @ 2002 behaversi@ion L.;.Viltud Forensics. pdf pdf
[347F] decoded e considered to be “anti-farensics™ if intended by the uzer L.].\u"irtual Forensics. pdf pdf
[4368) decoded  Brett Shavers  Wirtual Forensics @ 20028 bshaversiion L.].Viltual Forensics. pdf pdf
[4F8C) decoded  Erett Shavers  Wirtual Forensice & 20058 brhaversi@ion L.;_\z"iltual Forensicz. pdf pdf
[BC1D) decoded  Erett Shavers “irtual Forengice @ 2003 behaversgn L.].Viltual Forensics. pdf pdf
[6738) decoded  Brett Shavers  Virtual Farensics ® 2008 bshavers@an L.].\u"irtual Forensics. pdf pdf
[B&3C] decoded  t differ from braditional forensics. “irtual machine forer L.].Viltual Forensics. pdf pdf
[BABB] decoded  zicz. Wirtual machine forensics does incur an addition L.;_Viltual Forensicz. pdf pdf
[6CSD) decoded  Brett Shavers  Virtual Forensics © 20058 bzhavers@an L.].\u"irtual Forensics. pdf pdf
[fEDA] decoded  Ereft Shawers  Virtual Forensice 2 2008 brhavers(zgn L.].Viltual Forensics. pdf pdf
[FECH] decoded  Ereft Shawers  irtual Forensice 2 2008 brhaversi@ign L.;_\z"iltual Forensicz. pdf pdf
[8801) decoded  Brett Shaverz  Virual Forensice ® 2002 behaversi@on L.].Viltual Forensics. pdf pdf
[8849) decoded  Machine Uzed az “Anti-Farensics Uszing & good toal for b L.].\u"irtual Forensics. pdf pdf
[BEF4) decoded 71 also be uzed to thwart forengics investigations just as ea L.].Viltual Forensics. pdf pdf
B T Yolume | File | Preview | Detals | Gawdar Legend | Sync | ﬁg Lm_l
[Motable hits] x|
[Index zearch hits]
=i
tion.A. Guide. for. First Responders Secon
Ejl_:.t-l"o}rlfhﬁzl'l 42008 pdf --» added to

And the file hits are highlighted as surrounded by their context. Any of these can be “tagged” as previously mentioned,

or viewed or exported.
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Search in Index k|

Enter zearch termsz, then preszs
Shift+F eturr:

farensics - I

Select indexes to zearch;

[T Search “within® words, too
W Allove word extensions

Execute

In this test case, | indexed the image, and therefore, | can search the index, which is much faster than searching the
image without indexing. But of course, you have to choose to index first if you know you will be keyword searching, or

you index later. Either way, your investigative plan will determine if you need to find specific data fast and first, to

keyword search later, or if you can afford to have the image index while you wait.

Word list creation options

Select index:

|'I252 [&MSI - Latin 1)

[ Include word count

ak | Cancel |

After the index is complete, you can also export your word list that was created.
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Tools | Specialist  Options  ‘Window  Help
£ [ [ Refine Yolume Snapshat... F10
Technical Details Fepaort....

Remwm_ =
ﬁ [ Fterpret ImageFlle s [migk:
Reconstruct BAID Spstem...
Offze

Gather Free Space..
Gather Slack Space...

[Father [mter-Bartition Space...
[zather Test... Ztrl+E10
Evidence File Container »

E stermal Yirug Check...
Bates Mumber Files...
Truzted Download. .

XWF can reconstruct RAIDS. I've had nearly 100% success with reconstructing RAIDs with XWF.

Security & safety Options

[T Check tar sirtual mermon changes

[+ Confirm updating files
[v Collect infarmation far crash report
v Log meszages in messages. bt

- B &

|hits

L= i B
A=
Efsil] B
Bz through a7
FEWYY COMPL
e A professio
ble Discussior
0 & vl
ikt A e, il

[+ Highlight Free Space Clc=| ||
[+ Highlight Slack Space l.ongAindes. pt
TE9EE Unicode T2 eo=ilz hitp: /v

[~ Shict drive letter protection

¥ Enter encryption keys Blindly (=5
[~ Donot keep key in BAM

v Prompt befare executing scripts #
[T Open files thru operating systemn

Cancel

Help

Under the Options — Security, you have several choices to make. For one example, a Strict drive letter protection will
not let you save case data outside of where you chose to store initially (at least not on another drive). If you want to be
able to save data outside the defaults, uncheck the Strict drive letter protection box.

=5 | 9H om0 & r ol

pen RAM

|'& Name
....Best_Practices_fol

SunForensic Analysis & xaminatiollts

XWF canopen RAM. In highly technical terms, this is called “Neat”.
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b
File Edt

Create New Case
Open Case,..
Close Case

Save Case

Save fs.,,
Archive Case..,

Creake Repott. .,

Add Medium. ..
Add Image. ..
add File...

4, ‘alume

So your case is done (well, they are never really ever done, but at some point, you need a report). From File-Create
Report, here you go. By this point, you should have been tagging and marking your evidence files to the report, or else,
you need to go back and do that now or you won’t have anything in your report.

Report {Options)

¥ Prirt basic report

Optional Jogo:

= left " center * right
Optional report header:

£ left % center £ right

Optional preface:

W Include report bables

: Matable documents

M e | Delete. .. Rename...

] A |

EI EI |3_ filzs per line Font size: Iﬁ

[~ In selected evidence objects

™ Include activity log
W Include tirmes

W Include screenshots in log

Font size: I_

Border width; |1_ Cell padding: |3_

v take copy of files for inclusion in report *

Maw. dimenzion of pictures: |2EID % I‘ISD

Max. number of pictures per HTHL file: {500

Fields to autput:

v Field names

b aw. width for
filenames and
paths:

I'IBE
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Choose the metadata you want included,
whether your want your logo, case log, and
other details. Once you hit “Ok”, you’ll get an
editable html report (basic).



| [*] Inbox - bshavers@agmail. com - Gmail | I_] XWF Quick Start

:

XWF Quick Start

Date opened: 10/10/2009 18:03:09

Case file: C:'\Documents and Settings\ A dministrator\Desktop' 208 F Quick StartCasel30WE Quick Start =fe

Time zone UTC

Report generated by 3-"Ways Forensics 15.4 3E-4

Description Quick Start Guide to Z0NF
Examiner, organization, address: Brett Shavers

Log

Report table Notable documents (166 items)

Hame: ?5hh003 pdf

Description: previously ex. file, first cluster not availahle
Ezxt.: pdf

Type: pdf

Status: irrelevant

Type descr.. Adobe Acrobat

Category: Misc Documents

Evridence object: Removable medium 4, Volume
Path: |

Size: 0B

Created: 10/09/2009 20:54:50

Modified: 10/09/2009 20:54:52

Accessed: 10/09/2009

Attr A

jing)

Int. ID: 20

Int. parent: 0

Report table: Notable documents

Comment: Responsive to case

Link

Hame: ?5hh003 pdf

Description: previously ex. file, first cluster not availahle
Ezxt.: pdf

Type: pdf

Htatus: irrelevant

Type descr.: Adobe Acrobat

Category: Misc Documents

Esridence object: Removable medium 4, ¥olume
Path: \

Size:0B

Created: 10/09/2009 20:54:50

Modified: 10/09/2009 20:54:52

Accessed: 10/09/2009

Attr A

ID:0

Int. ID: 21

Int. parent: 0

Report tahle: Notahle documents

Comment: Responsive to case

Link

Hame: 05hh003 pdf

Description: existing file

Ezxt.: pdf

Type: pdf

Status: confismed

Type descr.: Adobe Acrobat

Category: Misc Documents

Evridence object: Removable medium 4, Volume
Path:

Size: 6.5 ME

Created: 10/08/2009 20:54:50

Modified: 10/09/2009 20:55:46

Accessed: 10/0952009

Int. creation: 1070772005 14:45:10

Attr: A

Metadata: Linearized: false

Modification: 10/10/2005 16:54:04

Creation: 10/07/2005 14:48:10

Creator: Aerobat FDFMaker 6.0 for Word
Producer: Acrobat Distiller 6.0.1 (Windowrs)
Title: First Responders Guide to Computer Forensics: Advanced Topics
Author: Fichard Holan MMarie Baker Jake Eranson, Josh Hammerstein,
Kris Bush; Cal Waits; & Elizabeth Schweinsherg

D raem BT A - THONNE NETND IO

Here is a report, with 3 files showing on each line. The metadata selected is below each file. Also, a link to the file exists

to where the file can be opened if clicked. If the file was a graphic, the graphic would be seen. This entire report can be

easily edited to your liking for ease of review.
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Hame: Embedded 01 in 05hh003 p

ifjpg

Description: virtual file listed for examination purposes
Edt.:ipe

Type:jpg

Status: confirmed

Type descr.: JPEG

Category: Pictures

Evidence object: Removable medium 4, Volume
Path: 05hb003 pdf
Size: T43 KB

1st sector: 34205
Int. ID: 243
Int. parent: 26
Dimens.: 0.
SC%: 0%
Hash: 54D071EDCIEEEBAGFDCA3A039B5625D4A

Re:oxt table: Notable documents

T s L T

S ——

Acloseup. And as| nearly forgot, XWF has a Skin
/CD|DI' feature too. Inthe Snapshotfeature, if you
choose the Skin Tone and B&W Detection in
Pictures, you will be able to sort graphics by
those graphics that contain persons. Nota
perfect science, but much better than scrolling
through millions of graphics when you are looking

for people/children.

35| Page
Brett Shavers



1071072002 View Disk

180650 x

Hgas Logical Orive Letters

----- e (), HDO

..... =5 (D)

..... =& (F)

----- =5 Removahle medium (G2

----- =5 Bemovable medium (1), B 4

..... =5 (K)

..... 25 (L)

H-may Physical Media

----- e HOO: HTSR48060m9AT00 (559 GE)
----- e Hard disk 3

----- oo Bk FLASH Drive AL_LISBZ20 (1.0 GB. USE)
----- =% Optical drive 0

----- =% Optical drive 1

----- =% Optical drive 2

----- =% Optical drive 3

[k Cancel Help
|

10/10/200%8 Cperation®: Traversing FLASH Driwve ATT TISE20..
180650 --= complete

10010720028 Cperation™: Traversing Eemovable medium 4, Volume. .
18:06:51 --= complete

10A10/200% WMegBox Tnable to create directory "CA\Documents and Settings'\ A dmimistratorDesktop'Z0WE O

100854 Mhaiale Cematt Wl mbm detbs T mirm mrrm bl m s m dlvaas A T e A1

The activity log, which you can choose to have included or not in your report, contains not only the date and time
entries of your work, but also screen shots of every dialog box in which you clicked, “OK”. This is really nice to see just
what your settings were when you submitted an action with XWF. In this screen shot above, you can see that | choose
the Physical Media of RM4 and pushed “OK”".

XWF can really dig into your data. From basic file recovery, data runs, MFT records, and flying from offset to offset, XWF
can be used by beginners and the most advanced examiners. With RAM analysis being able to be examined, there really
isn’t much that XWF can’t do. And when | thought XWF was at the limit of what was possible, when you throw a tool
like F-Response to work with XWF, you have so much more because you can then touch drives remotely for analysis with
two tools to leave you wondering again, “why have | have gone so long without XWF...?” For any tip of the iceberg |
touched upon, there are substantial details in the XWF Manual. Stefan does an excellent job at keeping the manual
updated and XWF updated to the types of media and operating systems available.

Two other fantastic features of XWF are the Registry Viewer and X-Ways Trace. The Registry Viewer, along with its
report, has been greatly enhanced over the past years as well as X-Ways Trace. However, both of those would also be
well fitted with their own “QuickStart Guides”.....

And to Stefan, thanks for your forensic tool and also for giving the first U.S. class in Seattle ;)
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