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Belkasoft Evidence Center 
Gives Answers 

Belkasoft Evidence Center helps forensic investigators discover hidden and destroyed 

evidence in a matter of minutes. With hundreds of supported artifact types, the tool can 

detect and retrieve data from office documents, instant messenger and chat histories, 

social networking and webmail communications, multi-user online game chats, Web 

browsing history, peer-to-peer file transfers and online file exchange in 230+ formats. No 

special training or qualifications are required — the tool can be used in minutes after the 

first launch. 

Computer forensic investigation 

— What evidence is available on a suspect's computer? 

— How to quickly discover the evidence without running manual searches? 

 

Belkasoft Evidence Center offers an out-of-the box solution for locating a number of 

evidence types. 

Corporate security 

— Did a dismissed employee compromise your trade secrets or violate intellectual 

property? 

— Do current employees use PCs for doing strictly what they’ve been paid for? 

Intelligence / Counterintelligence 

— Who did the suspect contact when using a computer in an Internet café? 

— Who did the suspect chat with, and what did they talk about? 
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Belkasoft Evidence Center 
at a Glance 

The company’s flagship computer forensic tool enables security and forensic specialists to 

collect and analyze more digital evidence than ever. Belkasoft Evidence Center will 

automatically locate, process and analyze a wide range of histories, log files and other 

evidence types produced by the many applications installed on users’ PCs. 

Low-level access to hard disk and system structures means that even data that’s been 

deleted by the suspect cannot escape from investigators. Comprehensive still image and 

video analysis reliably detects content such as human faces, pornography and scanned 

text. Live RAM analysis finds evidence in hibernation files, page files and captured memory 

images. 
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Major Benefits 

Belkasoft Evidence Center offers a number of advantages  

over the all-manual approach. 

Searches the entire PC to discover hundreds of evidence types.  

Investigators do not need to know or recover passwords or have  

a deep knowledge of the many different applications and file  

formats. 

Analyzes located evidence. 

Face and pornography detection in still images and video files, scanned text detection and 

PCAP analysis are just a few things to mention, with many more advanced analysis types 

supported out of the box. 

Convenient visualization and search. 

Belkasoft Evidence Center makes it easy to view the results and search through the 

evidence found. 

Secure and reliable storage.  

All information is securely stored in a database, with multi-user permission support in the 

Enterprise edition. 

Reports that can be presented in the court. 

Belkasoft Evidence Center features powerful and highly customizable reporting, allowing 

its reports to be presented as court evidence. 

Works out of the box. 

Belkasoft Evidence Center requires no special training and can be used in just minutes. 



Features at a Glance 

All major instant messengers, Web browsers and email clients supported 

Evidence extracted for all popular social networks 

Office documents analyzed to retrieve text, embedded objects and metadata 

Encrypted files can be detected 

Supports Windows, Mac OS X and Linux file systems and apps for these platforms 

Natively mounts E01, Ex01, S01 and DD images 

Live RAM analysis and hard drive carving supported 

Picture and video analyzed for faces, scanned text and pornography 

Network analysis module analyzes intercepted network traffic 

Mobile Device backups, such as iPhone/iPad or Blackberry are analyzed. 

Integrated with EnCase v.7 and Passware 

Analyzed information persistently stored in a high-performance database 

Case by case analysis 

Huge cases supported (e.g. those containing several 10Gb mailboxes) 

Extensive multi-user and collaboration support 

Highly customizable reporting in text, HTML, XML, CSV, PDF and EML formats available 

Electronic or USB dongle licensing 

Translated to English, German, Chinese, Russian and Arabic languages 

6 



Features 

Discovers hundreds of types of digital evidence 

Belkasoft Evidence Center can reliably discover digital evidence produced by all major 

instant messengers, web browsers, email clients, social networking, MMORPG games, 

office and productivity applications. Logs, histories, messages, pictures and documents 

stored on Windows, Linux and Mac volumes can be located. 

Reveals hidden and destroyed evidence 

With multiple devices to analyze, investigators must move evidence at a high pace. In-

depth manual analysis is not always possible, often causing essential evidence to slip 

through their fingers. Belkasoft Evidence Center can locate hidden, moved and renamed 

files, carve evidence and recover information that was deleted from the disk. 

High-performance case management 

Manage multiple cases with ease. Add or review evidence for any case at any time. The 

high-performance database engine supports cases containing terabytes of data with fast 

searching, filtering and reporting. 

Multiple types of evidence accessible at a glance 

Belkasoft Evidence Center offers investigators convenient, at-a-glance access to all 

collected evidence. Investigators can access messenger histories, emails, documents, Web 

browsing histories and other activities of the computer user through simple and clear user 

interface. 

Analyzes Windows, Linux and Mac OS volumes 

Belkasoft Evidence Center can search information on disks formatted with all major file 

systems supported by Windows, Linux and Mac OS X computers, and recognizes many 

types of digital evidence specific to supported operating systems. In particular, tens of 

Linux- and Mac-specific instant messengers are supported. The ability to collect digital 

evidence from three major operating systems makes Belkasoft Evidence Center a unique 

and truly versatile tool. 

 
7 



8 

Features 

Picture and video support 

The product allows searching, adding and exploring pictures and videos. The tool allows 

inspecting EXIF properties and filter pictures by them. For pictures with GPS data 

embedded into EXIF properties it is possible to visualize locations they were taken at with 

Google Maps or Google Earth. The product makes it possible to split videos to series of key 

frames, thus decreasing time required for video analysis. 

Still image and video analysis 

Belkasoft Evidence Center discovers evidence in pictures and videos, reliably detecting 

faces, pornography and scanned text. 

Document analysis 

Belkasoft Evidence Center can analyze office documents produced by Microsoft Office, 

Open Office and PDF creation tools, locating files and extracting metadata, text and 

embedded objects. 

Mobile device backup analysis 

The product analyzes backups for iPhone, iPad and Blackberry devices. 

Encrypted files 

The tool can discover encrypted files on a drive or drive image. The tool will display the 

type of encryption and recommend a type of an attack required to decrypt a file. If has 

EnCase 7 with Passware is installed, or if a standalone installation of Passware Forensic Kit 

is present on the investigator’s PC, it becomes possible to decrypt those files from within 

Belkasoft interface thanks to Passware integration. 

Collaboration support 

Extensive collaboration support available in Belkasoft Evidence Center allows multiple 

specialists concurrently working on the same or various cases. Secure permission 

management available in the Enterprise edition reliably controls access, reading and 

modification rights for different users. 
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Features 

Searches hard drives, disk and memory images 

If you have a bunch of seized hard drives in the lab and have no idea what tools, if any, their 

owners used to communicate, Belkasoft Evidence Center is a perfect solution. The tool 

performs the complete search of the entire hard drive for all supported types of digital 

evidence, discovering instant messenger chats, Web browsing activities, passwords and 

cookies, emails, Office documents, encrypted files and detecting pictures and video files 

that contain text, human faces or pornography. 

Searches all or selected partitions 

Searches entire drives or individual folders 

Can search for all or selected types of evidence 

Supports searching in EnCase, DD and SMART drive images 

Data carving allows finding hidden, moved and destroyed evidence 

Live RAM analysis reveals artifacts never stored on a hard drive 

Analyzes evidence 

Belkasoft Evidence Center offers quick access and analysis for discovered evidence. 

Bypasses account passwords 

No need to login under the suspect’s account to access information 

No write access is required. Will work with write-blockers 

Read-only analysis does not alter existing evidence 

Carving evidence 

Belkasoft Evidence Center can locate hidden, moved, renamed and deleted evidence by 

using the data carving technique. Carving is available for many popular formats such as 

Skype, ICQ, Miranda, Windows Live! Messenger, AIM, Trillian, Yahoo Messenger, and many 

other popular tools. 
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Features 

Live memory analysis 

The product supports Live RAM analysis. This type of analysis allows discovering artifacts 

stored in computer’s volatile memory. Many types of artifacts are never stored in logs or 

history files, and are only available via Live RAM analysis. 

 

This is the only way for you to locate web-based applications trails, such as social networks 

(Facebook, Google+, Twitter), web-mail (Yahoo mail, Hotmail, Gmail), multi-user online 

game chats (World of Warcraft, Lineage) and so on. Besides, many Instant messengers 

allow to switch history storing off, thus even drive carving will not retrieve any history for 

this setup. The only chance for you to find such histories is to use Live RAM Analysis. 

Hibernation and page file analysis 

Hibernation and page file analysis is an essential part of Live RAM Analysis. While in order 

to obtain a dump of computer’s operating memory one has to seize a computer that is 

switched on, hibernation and page files survive reboot and power-off operations, while still 

containing parts of computer’s operating memory from previous session. In particular, they 

may contain certain recent conversations and emails. 

 

Belkasoft Evidence Center allows analyzing hibernation and page files for Live RAM 

artifacts, such as, for example, Facebook chats or GMail emails. 

Network traffic analysis 

You can analyze network traffic dumps (PCAP files) created by various network sniffers. 

Belkasoft Evidence Center can search such files for instant messenger communications 

carried over the most popular protocols such as Oscar (ICQ, AIM, etc.) and XMPP (Jabber, 

Facebook, etc.) 
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Features 

Explores extracted evidence 

Belkasoft Evidence Center allows analyzing and exploring extracted evidence at a glance. 

With Belkasoft Evidence Center, you can: 

Access all contacts and/or mail folders belonging to a user account 

Review all conversations with a certain contact or emails stored in a certain mail folder 

Sort, search and filter information 

Conduct advanced searches with reference files containing a pre-defines list of keywords 

 

Experienced users can search by using regular expressions, locating text communications 

with fuzzy structure. Predefined searches will help less experienced users achieve 

impressive results in minimum time. 

Bookmarking 

Users can mark extracted information by using persistent named bookmarks. 

 

Bookmarks allow viewing all pieces of information, jumping to the original item or, vice 

versa, from an item to a corresponding bookmark. Bookmarked items are highlighted with a 

color, which makes them stand out in a list. 
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Features 

Powerful Reporting 

Belkasoft Evidence Center supports sophisticated reporting, allowing users to generate a 

comprehensive reports in a wide range of formats. 

Export digital evidence in plain text, HTML, XML, PDF, CSV and EML form 

Export all data or stick to selected dates and contacts 

Selective exporting allows saving selected or bookmarked evidence only 

Large cases can be broken into multiple files separated by contact or mail folder 

Reports can be split into smaller files of pre-defined size 

Reports are highly customizable, allowing deleting or changing logotypes, adjusting 

header and footer, inserting table of contents, and altering fonts and colors 
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Features 

Supported Instant Messengers 

Belkasoft Evidence Center supports over 80 instant messengers for Windows, Mac OS X 

and Linux. The list is constantly growing. Some of the supported messengers are listed 

below. 

Yahoo! Messenger 

Microsoft MSN / LiveMessenger 

ICQ (all versions from 97a to ICQ 7) 

MySpace IM 

Skype versions 2, 3, 4, 5, chatsync recovery 

Miranda 

SIM 

QIP and QIP Infium 

Google Hello 

Trillian 

QQ 2008 

Digsby 

Rambler Virtus 

Mail.Ru Agent 

Pidgin 

AIM 

Gadu-Gadu 

Qutim and some others 

We are working hard to add more applications to the list of supported products. For 

complete up-to-date information please refer to 

http://belkasoft.com/bec/en/Instant_Messenger_Support.asp 

http://belkasoft.com/bec/en/Instant_Messenger_Support.asp
http://belkasoft.com/bec/en/Instant_Messenger_Support.asp
http://belkasoft.com/bec/en/Instant_Messenger_Support.asp
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Features 

Supported Browsers 

All major browsers are supported: 

Microsoft Internet Explorer 

Mozilla Firefox 

Opera 

Apple Safari 

Google Chrome 

Supported Email Clients 
The following desktop email clients are supported: 

Microsoft Outlook (2003, 2007, 2010) 

Microsoft Outlook Express 

Mozilla Thunderbird 

RITLabs The Bat! 

Windows Live Mail 

In addition, many popular Web-based email and cloud services are supported: 

Gmail 

Hotmail 

Yahoo mail 

Dropbox 

Flickr 

Skydrive 

and more. 
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Enterprise edition 

Belkasoft offers Evidence Center in a client-server edition called “Enterprise”.  The 

Enterprise edition enables collaboration of multiple specialists working on the same cases. 

Case information is stored in a centralized database shared over the local network. 

The Enterprise edition is a perfect solution for large or medium-size security agencies, 

police and forensic departments with multiple forensic specialists often working together 

on the same or different cases. The Enterprise edition can manage users and assign 

permissions, sharing or restricting access to certain cases or activities. 
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Choose the perfect edition 

You have a choice of four editions: Forensic IM Analyzer, Evidence Center Pro, Forensic 

Studio Ultimate and Enterprise. The first three are standalone solutions and are a perfect 

choice for private investigators and corporate security departments, while the more 

comprehensive Enterprise edition allows major security agencies and police departments 

to have multiple investigators work simultaneously on a case. Portable versions of both 

editions offer investigators the ability to work outside a lab, for triage purposes in 

particular. 

Below you can find a comparison of these editions: 

 

In addition, the USB dongle option offers the ability to quickly transfer licenses between 

PCs. 

Feature \ Edition 
Forensic IM 

Analyzer 
Evidence Center 

Pro 
Forensic Studio 

Ultimate 
Enterprise 

Skype, Yahoo Messenger, 
ICQ and other Messenger 
Analysis (70+ messengers) 

+ + + + 

Browser Analysis   + + + 

Email Analysis   + + + 

Mounting EnCase/DD + + + + 

EnCase v.7 integration + + + + 

Carving deleted data   + + + 

Live RAM Analysis   + + + 

Picture analysis     + + 

Video analysis     + + 

Document analysis     + + 
Encryption detection, 
Passware integration     + + 

Mobile device backup 
analytsis + + 

User Management       + 

Permission Management       + 
Collaborative work  
on case       + 
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Dongle protection 

Belkasoft Evidence Center can be conveniently used along with USB dongles instead of a 

text-based key code. 

The USB dongle version offers significant cost reductions and a greater flexibility when 

you’re using Belkasoft Evidence Center on different PCs. The dongle allows quickly 

transfer your license(s) from one PC to another, enabling you to reduce the number of 

licenses you need to purchase. 

For example, let’s look at a department with 6 investigators. With each forensic specialist 

having access to 2 workstations and one laptop, you would normally need 18 licenses to 

cover all PCs. The USB dongle policy allows purchasing only 6 licenses, one for each 

forensic specialist, offering considerable savings compared to electronic license keys. Do 

note, however, that USB dongles require physical delivery, and may take a few days to a 

full month to arrive depending on your selected shipping method. Electronic license keys, 

on the other hand, are delivered instantly upon your purchase. 

 

 

Training 

Belkasoft offers online and on-site trainings on request. We offer 

the users of Belkasoft Evidence Center an eight-hour course 

consisting of several training sessions. The number of attendees 

should not exceed 7 people at a time. Online training is delivered 

via GoToMeeting. 

 

On-site training is also available. Customers ordering on-site 

training to cover travel, accommodation and other expenses. 



18 

Customer testimonials 

— It is a pleasure to work with your IM investigation product. Great tool for getting an 

overview of important conversations really fast! 

Holger Morgenstern, independent forensic IT expert, Germany. 

 

— I have been very impressed with the results provided by Belkasoft’s Forensic IM Analyzer. 

The application proved easy to install and intuitive to use. The application had no trouble at all 

in identifying and presenting the logged messenger traffic I was looking for and I was 

particularly impressed by the rapid response by the developer’s support unit to a non product 

specific query relating to instant messaging. 

R Ross, senior forensic investigator, HM Revenue and Customs, UK. 

 

— This is an excellent program that I recommend to all the world's computer investigators 

using the English language!!!  

Tzachi Segal, Cyber Crime Unit, Israel Police. 

 

— The Forensic IM Analyzer Belkasoft was extremely helpful in many investigations. The 

application is very simple and the result is presented in usable reports. Especially helpful is the 

ability to export reports to Excel. 

Immo Bornhagen, ComFor-IT, Germany. 

 

— Thank you, you have saved many hours of work for the section. 

Robert, Ontario Provincial Police, Electronic Crime Section, Canada. 

— It works like a charm! The software is more than straightforward! 

Andreas D., forensic professional, Germany. Andreas helped Belkasoft with beta-testing of 

the product. 

— Your product is very versatile and is a good additional tool. Other tools are not that good in 

making a "readable" report for the court!. 

Wolfgang L., forensic investigator, German police. 
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Our customers 

Our solutions are chosen by the FBI, the US Army, the police of Germany, Norway, 

Australia, New Zealand and many other countries, PricewaterhouseCoopers, Ernst & Young 

and others.  We are proud to present our customers: 

See http://belkasoft.com/home/en/Customers.asp for more customers. 

http://belkasoft.com/home/en/Customers.asp


Why Evidence Center? 

Reduced investigation cost 

Shorter investigation time 

Less specific knowledge required for investigators 

Perfect for triage 

Concurrent operation of several analysts on a single or multiple cases 

Download now from belkasoft.com 
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About Belkasoft 

Forensics made easier 

Founded in 2002, Belkasoft is an independent software vendor specializing in computer 

forensics software for the Windows platforms. We’re living up to the slogan "Forensics 

made easier", helping IT security experts and forensic specialists by creating solutions that 

work out of the box. Our tools do not require in-depth, highly specialized knowledge of any 

specific system or file format to operate. 

 

Belkasoft Evidence Center 2012 consolidates many of the company’s individual tools into a 

single, all-in-one forensic solution. Belkasoft products are used in forensic investigations, 

law enforcement, intelligence and corporate security applications. Belkasoft customers 

include the FBI, US Army, police departments in Germany, Norway, Australia, and New 

Zealand, PricewaterhouseCoopers, and Ernst & Young. 

Accreditations 

D-U-N-S number is 683524694. 

NATO Commercial and Government Entity (NCAGE, also CAGE) code SKF09. 

Registered with Central Contractor Registration (CCR), WAWF, ORCA. 

Belkasoft is a registered trademark. Patents pending. 

Contact information 

Sales and quote requests: 

sales@belkasoft.com  

Product support: 

support@belkasoft.com 

Business-related inquiries, investor relations and partnership inquiries: 

business@belkasoft.com 

All other questions: 

contact@belkasoft.com 

If you are interested in any of our products, please contact us. 

mailto:sales@belkasoft.com
mailto:support@belkasoft.com
mailto:support@belkasoft.com
mailto:business@belkasoft.com
mailto:business@belkasoft.com
mailto:contact@belkasoft.com
mailto:contact@belkasoft.com

